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IMPORTANT NOTICE

Texas Instruments (TI) reserves the right to make changes to its products or to
discontinue any semiconductor product or service without notice, and advises its
customers to obtain the latest version of relevant information to verify, before placing
orders, that the information being relied on is current.

Tl warrants performance of its semiconductor products and related software to the
specifications applicable at the time of sale in accordance with TI's standard warranty.
Testing and other quality control techniques are utilized to the extent TI seems necessary to
support this warranty. Specific testing of all parameters of each device is not necessarily
performed, except those mandated by government requirements.

Certain applications using semiconductor products may involve potential risks of death,
personal injury, or severe property or environmental damage (“Critical Applications”).

TI SEMICONDUCTOR PRODUCTS ARE NOT DESIGNED, INTENDED, AUTHORIZED,
OR WARRANTED TO BE SUITABLE FOR USE IN LIFE-SUPPORT APPLICATIONS,
DEVICES OR SYSTEMS OR OTHER CRITICAL APPLICATIONS.

Inclusion of TI-products in such applications is understood to be fully at the risk of the
customer. Use of Tl products in such applications requires the written approval of an
appropriate Tl officer. Questions concerning potential risk applications should be directed to
Tl through a local SC sales office.

In order to minimize risks associated with the customer’s applications, adequate design and
operating safeguards should be provided by customer to minimize inherent or procedural
hazards.

Tl assumes no liability for applications assistance, customer product design, software
performance, or infringement of patents or services described herein. Not does TI warrant or
represent that any license, either express or implied, is granted under any patent right,
copyright, mask work right, or other intellectual property right of Tl covering or relating to
any combination, machine, or process in which such semiconductor products or services
might be or are used.

Copyright © 1998, Texas Instruments Incorporated.
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12.4  SHIFT DATA REGISTERS (XSR AND RSRY) ....cuiiiiiiiiiiiiiiiiieieiisiinie ettt sttt st see st neas 80
12.5 CONTROL REGISTER (SPCX) = XIO:0002.......cciiriiririeiieiiiesiirieseeesiesiesissesesieseesssesiessesessesseseesessessenees 81
12.6 CONTROL REGISTER (SPCR) — XIO:0003.......cctiiriiiiitiiieieiesisie e esie et sre et sbe s esbe e ssesesseseas 82
13. CYPHER REGISTERS = XIO:2800 ......ccciueutereeieaeeteieaieeesirteseseeieseeeese e sssseseesesessesessssesessssesessssessssssensans 83
13.1  CYPHERREGISTER MAPPING ....covtietiitiseeteteste st sttt st ss st sn bbb sr bbb e nb bbb nnes 83
13.2 CONTROL REGISTER (CNTL_REG) — XIO:2800 ......ceeeeriiereeerieiesieaeenee e eteeneesieseessee e seesseeseeseesaeeneas 84
13.3  INTERRUPT STATUS REGISTER (STATUS_IRQ_REG) — XI0:2801L......ccoeiiireieieienieeee e 84
13.4  WORKING STATUS REGISTER (STATUS_WORK_REG) — XI0:2802 .......cooviieieiineeee e 84
13.5 KCREGISTERS 1 TO 4 (KC_REGH#) — XI10:2803 .. 2806 .....ccueeeerieerrieeeeieiieeieeneesiesieeeee e sieseeeseeseesaeeneas 84
13.6 COUNT REGISTERS 1 AND 2 (COUNT_REG#) — X10:2807.. 2808 .......ccoeirririiiiiinenieneeinie e 85
13.7 DECIPHER DATA REGISTERS 1 TO 8 (DECI_REG_#) XI0 2809 .. 2810.....cccovviiiiiireiieneeinie e 85
13.8 ENCIPHER DATAREGISTER 1 TO 8 (ENCI_REG_#) — X10:2811 .. 2818......cccctiiiiiieiieieeinie e 85
14, MCSI REGISTERS = XIO:0800.......cccittiiaueiereateaeateteseeeesesseseeetesesessesesseseseesesesasesessssesessessssssensasasensns 86
14.1  MCSIREGISTER MAPPING .....ccvttitiseetestt sttt st sttt bbbt s e b bbbt bbbt n e nb et nnes
14.2 CONTROL REGISTERS - X10:0803 .. 0805
1421  CHANNEL_USED_REG register - XIO:0803 .........cccoceierurueereiereaeneesereeeseeteseseeseseseesesesessesesseneas 87
1422 CLOCK_FREQUENCY_REG register - XIO:0805 ........cccoerrriirireeaieie e sieiee e eneseseeseseeneneas 88
14.2.3 OVER_CLOCK_REG register XIO:0804........c.covirireaieereeeeieeeieeeieeeseseeseseeiee e e e aeseseseeesesseneas 88
1424  INTERRUPTS_REG register XIO:0802........c.coerueueuiraueririreeiieeeeieiesesesie e sesseseeeesesessesesesesesesseneas 88
1425 MAIN_PARAMETERS_REG register XIO:0801 ........ccooviireiniieiiiieene e 89
14.2.6  CONTROL_REG register XIO:0800.......cccccuriiriiiiirieieiesiiniesisesiesieiesesiesiesissessessesesesseseesessessenes 89
14.2.7  STATUS_REG register - XIO:0806.........cccciuriiriiiiirieieiesiiniesisestesiesienesiesie e ssesnesseesseseesessessenes 90
14.3  DATAREGISTERS = XI0O:0820 .. 083F .......coeiiiiueerieiereetenesieieneeee e iese st sesee e ss e et e ebesesesbe e seeae e enenas 90
14.3.1  RX_REG[15:0] XIO:0830 .. 083F ......cueoiieriierieierertereeeeieseeesiesesaeseseeseseseeseseesesesseseseseesesessenessasenens 90
14.3.2  TX_REG[15:0] XIO:0820 .. 082F ......c.eiiieiieriiiirirteieeeeie et seeteiesaete e st etese st ese e saene e seeneeeneneas 90
15.  DSP INTERRUPTS = XIO:FADD .....ccitiiieiiieeeiiaeeteieeieteseseete st ieseseete e eese st esene e sesesaesesesse e seesensesaseneans 91
15.1  DSP INTERRUPTS MAPPING. .. .cuttetttatetestatenetaseneatesesessenesssseeesaseseesasesseseasasesesseseseaseseseasesessssesessnsessssass 91
15.2  INTERNAL REGISTERS XIO:FAQDD .. FADL ...ttt ettt e eeenas 91
15.2.1 Edge-Triggered / Level-Sensitive Control Register - XIO:FAQD .......ccccovvviiiiiininenneseneeeiee 92
15.2.2  Level-Sensitive "Clear” Commands - XIO:FADL .......ccccoveiriieiiiiiiniere e 92
15.2.3  NMEINEEITUPE ..ot bbbttt bbb b e st s et et e 92
16.  MCU INTERRUPTS — FFFFIFADD ......coiiiietiieeeie ettt 93
16.1  MCU INTERRUPTS MAPPING. ....ccuttitetisttseestetestestestasisse st st seessessssee s ebe b s ess st bbb ebe st sn e bbb e b b nes 93
16.2  INTERRUPT SEQUENCE ....eccittiiiitteeiiteeeitreeeisseesiseesstesassssesssesssssesssesssssssssessssssesssssansessssessssssssnsensssseenns 94
16.3 INTHREGISTER - FFFF:FAQDD .. FA4LB.......c.ociiiiiiiiiiiiie et 94
16.4  IT REGISTER (READ ONLY) — FFFF:FAQDQ .. FADZ......i ittt nnees 95
16.5 MASK INTERRUPT REGISTER (READ / WRITE) - FFFF:FAD8 .. FADA......c.oo i 95
16.6  SOURCE IRQ BINARY CODED REGISTER (READ ONLY) - FFFF:FALQ .....ccoiiiiieeiiieeiece e 96
16.7 SOURCE FIQ BINARY CODED REGISTER (READ ONLY) - FFFF:FAL2 ....ccoiiiiiiicice e 96
16.8 CONTROL REGISTER (READ / WRITE) - FFFF:FALL ..ottt 96
16.9 INTERRUPT LEVEL REGISTERS (READ / WRITE) - FFFF:FA20 .. FA4G ..o 97
16.10  PREDEFINED ORDER IN CASE OF IDENTICAL PRIORITY LEVEL ...c.viuiiiiiiiininreieniereiseeieesreie st 97
17. ARMT7 TO RHEA = FFFFIFO00 ..ottt ettt 98
17.1  ARMY7 RHEA REGISTER MAPPING ......cucittitiuieiiitententesiite st tiesiesr st sn bbbt sr bbb n bbbt nnes 98
17.2 RHEA _CNTL_REG (READ/WRITE) - FFFFIF00 ..ottt e 98
17.3  API_WS_REG (READ /WRITE) - FFFF:FO02 ...ttt ettt 99
17.4  ARM_RHEA_CNTL_REG (READ /WRITE) - FFFF:FOO04.......cui ittt 99
17.5 ENHANCED_RHEA _CNTL (READ/WRITE) - FFFF:FO06.........ccctiieieieeeee et 99
17.6  MAXIMUM LATENCY FOR EACH PERIPHERALS ......citiiiitiitiiiiesiiite et snes s e 100
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18.  DPLL REGISTER = FFFF:9800.........ctiitiiiiriiiesice sttt 101
18.1  DPLL REGISTER MAPPING ......cceiuititetiittstetetestestestesisse st b eeessess s ebe b st s b sr b b et b e se b sn e e ebe b 101
18.2  DPLL FUNCTIONALITY .ottitiititisteittseeseste sttt sttt sttt bbbt sa et bt bbbt nb e abe s 101

18.2.1  BYPASS MOUE .....ocviiiiiii sttt bbbt 101
18.2.2  LOCK MOUE. ...ttt ettt ittt ettt e e et e b eb e e e b et e e s et et e st e e b et e e e s e e ee e s e e eneneeenee 101
18.2.3  LOCK LIMES ....eeieeeiieieie ettt ettt ettt et e st sttt et e sae et e es e saesseesseneeeeeemeeneessesneanaenseneenreaneens 101
18.2.4  CONLIOI FEOISIEE BCCESS. . euveuveeteeeeitesteetee e stesteetee st steateeseesaestesseeseesteaseeneeseesseaneeseessesneaseeseesreaneans 101
18.3 DPLL CONTROL REGISTER (READ / WRITE) — FFFF:9800.........cciiiiieieerie e 102

19. CLKM REGISTERS - FFEFFIFDOO........ccitiiiiiirieiiisteiesni st 103
19.1  CLKM REGISTERS MAPPING. .. c.cettttreeteseateteseseeseaeeseseaseseasasenessesessasanessasensasasessasasessesessssessnsasessasesessasenes 103
19.2  CLOCK BIT-SWITCHING SCHEMATIC .....ccutiueutetieiintineesiitesiesreeesiesse st st snes et nnesne st sn e sne s s 103
19.3 CoNTROL MCU cLock (CNTL_ARM_CLK) (READ/WRITE) - FFFF:FDOO........ccccooovreiriinieininnns 105
19.4 CONTROL SOURCE CLOCK (CNTL_CLK) (READ / WRITE) - FFFF:FDO2.......cccceiiiieieneeinie e 106
19.5 RESET CONTROL REGISTER (CNTL_RST) (READ / WRITE) - FFFF:FDO4......ccoviiiiiiie e 107
19.6 MCU DIVIDER REGISTER (CNTL_ARM_DIV) (READ /WRITE) - FFFF:FDO8 ........ccoiiiviiriiirceeiene 107

20. TIMER REGISTERS - FFFE:3800 / FFFE:B800..........cccotiieeriaenenieiesisieesesee s 108
20.1  TIMERL/2 REGISTER MAPPING ....cctviveutstiientatestnesttntsseseses s tsasas sttt st st ss st se bbb saene st abese e nens 108
20.2 CoONTROL TIMERL (CNTL_TIMER1) (READ / WRITE) - FFFE:3800........ccceiirieieeieeeeeeenee e 108
20.3 LOAD TIMERL (LOAD_TIM1) (READ/WRITE) - FFFE:3802 ......cccviiiieiieieeee e 108
20.4 READTIMERL (READ_TIML) (READ) - FFFE:3804.......cciiieiiiie et 108
20.5 CoNTROL TIMER2 (CNTL_TIMER?2) (READ / WRITE) - FFFE:6800..........cccccviiiiieinienieinie e 109
20.6 LoADTIMER2 (LOAD_TIM2) (READ / WRITE) - FFFE:B802 ......ccueoviiiiiiiiiiie e 109

20.7 ReaD TIMER2 (READ_TIM2) (READ) - FFFE:6804
21.  WATCHDOG TIMER REGISTERS - FFFF:F800

21.1  WATCHDOG REGISTERS MAPPING.......cvrviuemiriatiresreenrereenraieens
21.2  CoNTROL (WATCHDOG_CNTL_TIM) (READ / WRITE) - FFFF:F800 .........ccccviviieiiie e 110
21.3 LoADTIMER (WATCHDOG_LOAD_TIM) (WRITE) - FFFF:F802......ccciiieiieirie e 110
21.4 ReaD TIMER (WATCHDOG_READ_TIM) (READ) - FFFF:F802........ccccciiieeiieicie e 110
215 TiMER MODE (WATCHDOG_TIM_MODE) - FFFF:F804 .......c.coiiiiiiiiieeeieeeeeieee s 110
22, SPIREGISTERS = FFFE: 3000 ........ceittrtitaiateiiaeeuesireeeseeteseseeee e siesesesseessesesesassesessesssessensesssessssesesses 111
221 SPIREGISTER MAPPING ....c.ttttteteteteesseseneeseseaesseasssesesseseseasasaseasesessase e ssesessasasessasesessnsessssasensasesessasans 111
22.2  SETUPSPI 1 (REG_SET1) (READ/WRITE) - FFFE:3000........cccitiriiireeieieeeeeeieee e 111
22.3  SETUPSPI 2 (REG_SET2) (READ/ WRITE) - FFFE:3002......cciiiiieiteieieieeeeeeieie e 112
22.4  CONTROL SPI (REG_CTRL) (READ / WRITE) - FFFE:3004 ......cccoiiiiiiiieisitie e 112
22,5 STATUS REGISTER (REG_STATUS) (READ) - FFFE:3006 .......coccoiiiiiiiiiiiniesie e 112
22.6  TRANSMIT REGISTERS (REG_TX_LSB/MSB) (READ / WRITE) - FFFE:3008..........cccoviveiriinierinnanns 113
22.7 RECEIVE REGISTERS (REG_RX_LSB/MSB) (READ) - FFFE:300C .......ccoviiiiiiiieeieieee e 113
23.  UWIRE REGISTERS - FFFE:4000........ci ttetiatetriresireeeteieie e se et see st sesse e e e seseesesenes 114
23.1  UWIRE REGISTER MAPPING. ....cetittittstesiateatettrtsteasesresesie s st s bbbt bbbt anesn e sn e sb e sn e aneas 114
23.2  TRANSMIT DATA REGISTER (TDR) (WRITE) - FFFE:4000 ......c.ciiiiiiiiieeeeieee e 114
23.3  RECEIVE DATA REGISTER (RDR) (READ) - FFFE:4000 ........ccciiieiieeiieiesesieiee e 114
23.4 CONTROL & STATUS REGISTER (CSR) (WRITE/READ) - FFFE:4002........ccoiieeieeeeee e 115
23.5 SETUP REGISTER 1 (SR1) (READ / WRITE) - FFFE:4004 .......coiiiiiiieiiiescse e 116
23.6  SETUP REGISTER 2 (SR2) (READ / WRITE) - FFFE:4006 .......c.ccccviiiiieiiiiescsie e 117
23.7  SETUP REGISTER 3 (SR3) (READ / WRITE) - FFFE:4008.........cocciiiiiiiiiiieiicsie e 117
24. ARMIO REGISTERS - FFFE:4800 .......ceotiitiiiiitiinieiiee sttt 118
24.1  ARMIO REGISTER MAPPING......cctiuiitiiteriitiatitt ittt sse ettt et sr bbb ettt an e sn e nb e sbe et 118
24.2  INPUT REGISTER ARMIO_LATCH_IN (READ) - FFFE:4800 ......ccccooviiiiiiiiiiiie et 118
24.3  OUTPUTREGISTER (ARMIO_LATCH_OUT) (READ / WRITE) - FFFE:4802........ccccovvivieiniirieieiaine 118
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24.4  INPUT/OUTPUT CONTROL (I0_CNTL_REG) (READ/WRITE) - FFFE:4804.........ccov e 118
24,5 CONTROL ARMIO (ARMIO_CNTL_REG) (READ/WRITE) - FFFE:4806 ...........coeovviireiriiienieinains 119
24.6 LoADTIMER (ARMIO_LOAD_TIM) (READ/WRITE) - FFFE:4808.........ccoiiiiiiieene e 119
24.7 KEYBOARD ROW INPUTS (KBR_LATCH_REGQG) (READ) - FFFE:480A ......cviiiieieiee e 119
24.8 KEYBOARD COLUMN OUTPUTS (KBC_REG) (READ / WRITE) - FFFE:480C..........cocoiiiineiniiiienieinne 119
249 BUZZER & LIGHT CTRL (BUZZ_LIGHT_REG) (READ / WRITE) - FFFE:480E..........ccccveveeeereeeen 119
24.10 LIGHT POWER LEVEL (LIGHT_LEVEL_REG) (READ/WRITE) - FFFE:4810 .......ccoooviieierienae 120
24.11 BUZzZER POWER LEVEL (BUZZ_LEVEL_REG) (READ / WRITE)- FFFE:4812.......ccovoviieiirieeinne 120
2412  GPIO MODE (GPIO_EVENT_MODE_REG) (READ/WRITE) - FFFE:4814 .......coccoviiviiicine 120
24.13  KeYBOARD/GPIO IRQ REGISTER (KBD_GPIO_INT) (READ) - FFFE:4816..........cccoveiririieiinens 120
24.14  KeYBOARD/GPIO MASK IRQ (KBD_GPIO_MASKIT) (R/W) - FFFE:4818.......cccccoovveniienienanns 120
24.15  GPIO DEBOUNCING (GPIO_DEBOUNCING_REG) (R/W) - FFFE:481A......cocviiiiiciceiniee 121
24.16  GPIO LATCH (GPIO_LATCH_REG) (READ) - FFFE:A81C ..ottt 121
2417 KEYBOARD INTERFACE .....cotittttttteesteseeataseaeaseaesseseaseseseasasaseasesessass e asesessasasessasesessssessssasessasesessasens 121
24.17.1 KeYDOArd CONNECLION .......oiiiiieeiiie ettt et st ete et e sbesneere e eeseenneenes 121
24.18  PULSE WIDTH MODULATION (PWM) ...ttt sttt 122
24.18.1 TONES CrEALION ...ttt bbb en et 122
25.  SIM REGISTERS - FFFE:0000.........cctietiiieiiriiteit sttt 123
25.1  SIM REGISTER MAPPING......citttiiiitatistesietstete sttt ase st bbb bbbtk e ar bbbt b st nb e snebeane s 123
25.2  REG_SIM_CMD REGISTER (R/W) - FFFE:0000 ........ccutieiiiiieisisiesieiee et 124
25.3 REG_SIM_STAT REGISTER (R) - FFFE:0002 .......coiiiieieesiiieisesie sttt 124
25.4 REG_SIM_CONF1 REGISTER (R/W) - FFFE:Q004 .......cceiiiiiiieie et 125
25.5 REG_SIM_CONF2 REGISTER (R/W) - FFFE:0006 ........ccceriiiiieiiiesieeiieie e 126
25.6  REG_SIM_ITREGISTER (R) = FFFE:D008 .........ccieiiiiiierie et see et e et eneeneas 126
25.7 REG_SIM_DRX REGISTER (R) - FFFE:D00A......coeeitiiieerie sttt see ettt e e sre e neeeneeneen 126
25.8 REG_SIM_DTX REGISTER (R/W) - FFFE:D00C ......coiiiiieiiiiieisicsie sttt st 127
25.9 REG_SIM_MASKIT REGISTER (R/W) - FFFE:Q00E .........cotiiiiiiriinienieicie e 127
25.10 REG_SIM_IT_CD REGISTER (R) - FFFE:0010......cuiiiiiiiieeieiisenie st 127
26. TSP REGISTERS - FFFE:I0800 .......ccit ittt ettt eneseene e 128
26.1 PARALLEL BIT INTERFACE — 0X06 / OXO07 .....oootiiitiriiriiieereinesitisieie st 128
26.2 REG_TSP_ACT_LREGISTER — 0X06 .....veiviiiieiiiiiiiisitiiie et eieesteesteesteeesaaesteestaesaeessbesnaessseansaessaensesssnenns 128
26.3  REG_TSP_ACT_UREGISTER — OX07 ...cuetiiiieteiiiieieeeetete ettt eae et ee s etenesesne s seene s eneneseenenas 128
26.4  TPU SEQUENCER INTERNAL ADDRESS MAPPING — 0X00 / OX1L....c.oriiuiiieeeiireeiiceieie e 129
26.5 TSP REGISTER MAPPING .....ccutttetettuenesteseneasesestsseaessesesseseseaseseseaseseasase e ssesessasasessasesessnsessasasessasesessasens 129
26.6  TRANSMIT REGISTERS (REG_TX_1/2/3/4) - 0X02..0X05 ......ocveiiieieiriieie e sieeee e 131
26.7 RECEIVE REGISTERS (REG_RX_LSB/MSB)- FFFE:0800 .. 0802 ......cccovviiiiiieiiiinie et 131
26.7.1  REG_RX_LSB ...ttt ettt bbbt 131
26.7.2  REG_RX_MSB ..ottt ettt bbbt eb bbbt 131
26.8 TSP SETUP REGISTERS (REG_TSP_SET1/2/3): 0X09 — OXO0Bi.....c..ciiieiriiiieiiesieiee e 132

26.8.1 REG_TSP_SET1 - 0x09
26.8.2 REG_TSP_SET2 — 0x0A
26.8.3 REG_TSP_SET3 - 0x0B

26.9 CONTROL REGISTERS (REG_TSP_CTRLL/2): 0X00 = OXOL....cueiiiiriiiierieiniiieisie st sieies e seesienesnens 133
26.9.1  REG_TSP_CTRLL = OX00......ceiteriiiietiisieienisre ettt snese et es bbb 133
26.9.2  REG_TSP_CTRL2 - OX0L.....oiiiietiiieiiisieiesisre ettt ettt 133

26.10 TSP GAUGING_ENABLE SIGNAL (REG_GAUGING_ENABLE) = 0X11.....ccceotireeiiinerinniniesiseee e 133

27.  TPU REGISTERS - FFFF:L1000. ... . ..cctietiaeetriateeeaisteeseeeseeiese e esesesseeseesesessesesessesesessensssssensssesesenns 134

27.1  TPUREGISTER MAPPING ....ceittteiitiatestesiete sttt sttt sse st sh et sb e bbbt bbbt an e h e r e nb e sben e aneas 134

27.2  TPU RAM MEMORY MAPPING — FFFF:9000 ..ottt ettt e seenenas 134

27.3 CONTROL & STATUS REGISTER (REG_TPU_CTRL) (READ / WRITE) - FFFF:1000 .......ccccovovieeiiieeerneen 135

27.4  INTERRUPT STATUS REGISTER (REG_INT_STAT) (READ) - FFFF:1004 .....ccoiiiieeeee e 136

27.5 INTERRUPT CONTROL REGISTER (REG_INT_CTRL) (WRITE) - FFFF:1002 .......cciiiiieeeceeeeeieeee e 137

27.6  DSP INTERRUPT OCCURRENCE REG. (REG_IT_DSP_PG) (WRITE) - FFFF:1020 .......ccccoovireiniiienirinanne 137
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27.7 OFFSET REGISTER (REG_TPU_OFFSET) (READ) - FFFF:100C........cccoiiiieeecieee et 137
27.8  SYNCHRO REGISTER (REG_TPU_SYNCHRO) (READ) - FFFF:100E .......ccccooiiiinieiieiee e 137
27.9  TPU-SEQUENCER ......coiitiiriitiiit ittt ettt
27.9.1  FUNCIONAL AESCIIPLION ..ottt sttt bbb et sn e enes
27.9.2  Instruction execution flow
27.9.3  Micro instructions Set defiNItioN...........coviiiiiiee s 138
27.9.4  Structure of the MICIO-INSEFUCTION ........ooiiiiiice e 139
2710 TPU INSTRUCTION SET ....utitittteteueesteseneatesesesseaessesesesseseasesesesaesessssesessesessasesessasesessssessssesessasesessasenes 139
27.10.1 Micro instructions for time SChedUIING.........ccoriiiiinii s 139
27.00.1.1 AT INSITUCTION ..ottt bbbk b bbb bbb et b et bbb er e b b 139
27.10.1.2  OFFSET INSEIUCTION ..ottt bbb s 139
27.10.1.3 SYNCHRO INSITUCTION. ...ttt ittt ettt ettt ettt st e sbe e s e s s b e e s bt e sbaesabesbassbbesbaesreesessrbessbaeses 140
27.00.1.4  WAIT INSEIUCTION ...ttt bbb bbbkt b ettt bbb eb e 140
27.10.1.5  SLEEP INSLIUCTION.......cuititiiiieiiteiiiitet ettt bbbttt b ettt ebe e 140
27.10.2 Micro instruction for data ProCESSING .......ccorieiererreerere et ree sttt ere e eesaenneens 140
27.10.2.1 MOV E INSEFUCTION ...ttt bbbttt 140
28. RTC REGISTERS - FFFE:L800 ......c.cctietiieeieieteee sttt ettt e et ee e aeseese e 141
28.1  RTC REGISTER MAPPING ......utetetesteuesestaseneasesesesseasssesesseseseasasasessesesessesessesessasasessasesessnsessssasensasesessasenes 141
28.2  TIME AND CALENDAR REGISTERS (TC) - FFFE:1800 .. 1806 ......ccccvitviieeieeieieie e 142
28.2.1 SECONDS_REG (Read / Write) - FFFE:1800 ........cceeeieiieeerieieneeieesieieie s sieneseeee e e e sesneeas 142
28.2.2 MINUTES_REG (Read / Write) - FFFE:L1801 .......ccotiiiiieeieiee et 142
28.2.3 HOURS_REG (Read / Write) - FFFE:L1802..........cceoiieiiiieiicieesisiee et 142
28.2.4 DAYS_REG (Read / Write) - FFFE: L1803 .......ociiiiiiricece e 142
28.25 MONTHS_REG (Read / Write) - FFFE:L1804 .........cccovrviiiieiiiieene et 142
28.2.6 YEARS_REG (Read / Write) - FFFE:L805 ......cccoiciiiieeririee e 142
28.2.7 WEEKS_REG (Read / Write) - FFFE:L806 .........cccoiiiiriririeeeee e 142
28.3 TC ALARM REGISTERS - FFFE:1808 .. 180D ......c.cotuiuiieeeiiiieieiesieiesenie e seete et eese s seene e sneneseenenas 143
28.3.1 ALARM_SECONDS_REG (Read / Write) - FFFE:1808.......cc.ccoeotiiiniireiiceesee e 143
28.3.2 ALARM_MINUTES_REG (Read / Write) - FFFE:1809 .......ccccceiiiiinineeiirciesceeeseeeae 143
28.3.3 ALARM_HOURS_REG (Read / Write) - FFFE:LI80A........cccoiiiiiiirinicecrce e 143
28.3.4  ALARM_DAYS_REG (Read / Write) - FFFE:L80B .......cccccceoiiiieiriiieniccecee e 143
28.3.5 ALARM_MONTHS_REG (Read / Write) - FFFE:180C.......ccc.ccceoniinriciireincenceseea 143
28.3.6 ALARM_YEARS_REG (Read / Write) -: FFFE:L180D .......cccooiiiieiieerericienicieees e 143
28.4  GENERAL REGISTERS - FFFE:L1810 .. 1812 .....oiiiiiiiiiiiieeeiieeeieie sttt ettt nenas 144
28.4.1 RTC_CTRL_REG (Read / Write) -2 FFFE:1810......ccc.ceitririeeieieerieieeesiee e 144
28.42 RTC_INTERRUPTS_REG (Read / Write) - FFFE:1812.......ccccccceoiniiririieinceencesceesieieens 144
28.4.3 RTC_STATUS _REG - FFFE:L81L....c.oiiiiiiieiiieie ittt 145
28.5 COMPENSATION REGISTERS - FFFE:1813 .. 1814.......ciiiiiiiiiiiiecct e 145
28.5.1 RTC_COMP_MSB_REG (Read / Write) - FFFE:1814.......cccceceoiiiiriiicecrcisce e 145
28.5.2 RTC_COMP_LSB_REG (Read / Write) - FFFE:1813........ccceiiiiiieierireceee e 145
28.6 RTC_RES_PROG_REG (READ/WRITE) = FFFE:1815 ......ctiiiiiiierieieeieee et 145
28.6.1  Current resistance value for Calypso CO5 ........covieeiiiiireeeieere st 146
29.  ULPD REGISTERS - FFFE:2000.........cccct ittt sttt 147
29.1  ULPD REGISTER MAPPING ....tuettteutttesesteseneaseseseaseasssesessaseseasesasesseseseasesessasessasesessasesessnsessssesesasesessasenes 147
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CAUTION

Naming convention adopted for register’s content definition is:
? : Means “undefined value” (could be 0 or 1 when read)

I : means “value dependent of an external input pin of the chip”
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1. MCU MEMORY MAP

MCU memory space is shared between external Memory Interface and RHEA bus.

The Memory Interface is providing 6 chip-select signals.
All internal peripherals are mapped on ARM memory space with a range of 32Kbytes.

Note: Setting bit 3 of ARM_CONF_REG register (see 85.9) does the addressing range and usage of

Cs4.
1.1 MCU memory map using CS4 (default)
Important : nCS4 is only available from Calypso C035 — F751xxx
Important : For CalypsoLite ONLY: nCS6 definition is

| nCS6 - 0080:0000 | O09F:FFFF | 256K | 8/16/32 |

(*): External device
Device name nIBOOT | Start address | Stop address [ Size (byte) Data

" 1 0000:0000 003F:FFFF 4AM
nCso () 0 0000:2000 003F:FFFF | 4M —8K 8/16/32
nCS6 - 0080:0000 00BF:FFFF | 512K 8/16/32
not allocated - 00C0:0000 00OFF:FFFF - -
nCS1 (*) - 0100:0000 013F:FFFF 4M 8/16/32
nCS2 (*) - 0180:0000 01BF:FFFF 4M 8/16/32
nCS3 (*) - 0200:0000 023F:FFFF 4M 8/16/32
CS4 () - 0280:0000 02BF:FFFF 4M 8/16/32
nCS4 (*) - 0280:0000 02BF:FFFF 4AM 8/16/32
nCS0 image - 0300:0000 033F:FFFF 4M 8/16/32
1 0380:0000 03BF:FFFF [ 4M
ncs7 0 0000:0000 0000:1FFF 8K 8/16/32
Debug Unit (DU) - 03C0:0000 03FF:FFFF | 32 32
not allocated - 0400:0000 FFCF:FFFF | - -
APl RAM - FFDO0:0000 FFDO:3FFF 16K 16/32
API control register - FFEQ:0000 FFEQ:0001 2 16
Table 1: MCU memory mapping
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1.2 MCU memory map using ADD(22)

Important : nCS4 is only available from Calypso C035 — F751xxx

Important : For CalypsoLite ONLY: nCS6 definition is

| nCS6 | - | 0080:0000 | OO09F:FFFF | 256K | 8/16/32 |
(*): External device
Device name nIBOOT | Start address | Stop address [ Size (byte) Data
1 0000:0000 007F:FFFF 8M
*
ncso () 0 0000:2000 007F:FFFF | 8M — 8K 8/16/32
nCS6 - 0080:0000 00BF:FFFF | 512K 8/16/32
not allocated - 00C0:0000 O00FF:FFFF - -
nCS1 (*) - 0100:0000 017F:FFFF | 8M 8/16/32
nCS2 (*) - 0180:0000 01FF:FFFF | 8M 8/16/32
nCS3 (*) - 0200:0000 027F:FFFF | 8M 8/16/32
nCs4 (» - 0280:0000 02BF:FFFF [ 8M 8/16/32
nCS0 image - 0300:0000 037F:FFFF | 8M 8/16/32
1 0380:0000 03FF:FFFF 8M
ncs? 0 0000:0000 0000:1FFF 8K 8/16/32
Debug Unit (DU) - 03C0:0000 03FF:FFFF | 32 32
not allocated - 0400:0000 FFCF:FFFF | - -
APl RAM - FFDO0:0000 FFDO:1FFF 16K 16/32
API control register - FFE0:0000 FFE0:0001 2 16
Debug Unit -
Table 2: MCU memory mapping (cont.)
1.3 External Flash/ROM image

Whatever the value of nIBOOT, the external memory connected on nCSO could be read or write
(depending of the WE bit value) at the address range nCS0-image.

It is not possible to fetch and run code directly at this address due to the ARM long jump instruction set
limitation.
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1.4 MCU rhea peripherals mapped on Strobe 0

Device name Start address | Stop address | Size in bytes [ Data
reserved | CSO FFFF:0000 FFFF:07FF
reserved | CS1 FFFF:0800 FFFF.OFFF
TPU registers CS2 FFFF:1000 FFFF:13FF 1K 16
reserved | CS3 FFFF:1800 FFFF.1FFF
reserved | CS4 FFFF:2000 FFFF.27FF
reserved | CS5 FFFF:2800 FFFF.2FFF
reserved | CS6 FFFF:3000 FFFF:37FF
reserved | CS7 FFFF:3800 FFFF:3FFF
reserved | CS8 FFFF:4000 FFFF.47FF
reserved | CS9 FFFF:4800 FFFF.4FFF
UART IRDA CS10 FFFF:5000 FFFF.57FF 2K 8
UART MODEM CS11 FFFF:5800 FFFF:5FFF 2K 8
UART UIR CS12 FFFF:6000 FFFF.67FF 2K 8
reserved | CS13 FFFF.6800 FFFF.6FFF
RIF CS14 FFFF:7000 FFFF:77FF 2K 16
reserved | CS15 FFFF:7800 FFFF.7FFF
reserved | CS16 FFFF:8000 FFFF:87FF
reserved | CS17 FFFF:8800 FFFF.8FFF
TPU RAM CS18 FFFF:9000 FFFF:97FF 2K 16
DPLL configuration | CS19 FFFF:9800 FFFF:9801 2 16
not allocated | CS20 FFFF:A000 FFFF:A7TFF
not allocated | CS21 FFFF:A800 FFFF.AFFF
not allocated | CS22 FFFF:BO00 FFFF:B7FF
not allocated | CS23 FFFF:B800 FFFF:BFFF
GEA CS24 FFFF:C000 FFFF:C7FF 2K 8/16
not allocated | CS25 FFFF:C800 FFFF.CFFF
not allocated | CS26 FFFF:D000 FFFF:D7FF
not allocated | CS27 FFFF:D800 FFFF:.DFFF
not allocated | CS28 FFFF:E000 FFFF.E7FF
not allocated | CS29 FFFF:E800 FFFF.EFFF
reserved | CS30 FFFF:FO00 FFFF.F7FF
Watchdog timer CSs31 FFFF:F800 FFFF:F8FF 256 16
RHEA bridge FFFF:F900 FFFF:FOFF 256 16
INTH FFFF:FAQO FFFF:FAFF 256 16
Memory Interface FFFF:FBOO FFFF.:FBFF 256 16
DMA controller FFFF:FCO00 FFFF:FCFF 256 16
CLKM FFFF:FDOO FFFF:FDFF 256 16
ARM ID code FFFF:FEOO FFFF:FEO1 2 16
CDSP ID code FFFF:FEO2 FFFF:FEO3 2 16
MPU FFFF:FFOO0 FFFF:FFFF 256 16
Table 3: MCU peripheral mapping (strobe 0)
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1.5 MCU rhea peripherals mapped on Strobe 1
Device name Start address | Stop address Size in bytes | Data
SIM CSO FFFE:0000 FFFE.O7FF 2K 16
TSP CS1 FFFE:0800 FFFE:OFFF 2K 16
reserved FFFE:1000 FFFE:17FF
RTC CS3 FFFE:1800 FFFE:1FFF 2K 8
ULPD CS4 FFFE:2000 FFFE:27FF 2K 16
12C CS5 FFFE:2800 FFFE:2FFF 2K 8
SPI CS6 FFFE:3000 FFFE:37FF 2K 16
TIMER1 CS7 FFFE:3800 FFFE:3FFF 2K 16
UWIRE CS8 FFFE:4000 FFFE:47FF 2K 16
ARMIO CS9 FFFE:4800 FFFE:4FFF 2K 16
reserved | CS10 FFFE:5000 FFFE: 57FF
reserved | CS11 FFFE:5800 FFFE: 5FFF
reserved | CS12 FFFE:6000 FFFE: 67FF
TIMER2 CS13 FFFE:6800 FFFE.6FFF 2K 16
reserved FFFE: 7000 FFFE:77FF
LPG CS15 FFFE:7800 FFFE.7FFF 2K 8
PWL CS16 FFFE:8000 FFFE:87FF 2K 8
PWT CS17 FFFE:8800 FFFE:8FFF 2K 8
reserved | CS18 FFFE:9000 FFFE:Q7FF
reserved | CS19 FFFE:9800 FFFE:9FFF
not allocated | CS20 FFFE:A000 FFFE:A7FF
not allocated | CS21 FFFE:A800 FFFE:AFFF
not allocated | CS22 FFFE:B0O0OO FFFE:B7FF
not allocated | CS23 FFFE:B800 FFFE:BFFF
reserved | CS24 FFFE:C000 FFFE:C7FF
not allocated | CS25 FFFE:C800 FFFE:.CFFF
not allocated | CS26 FFFE:D000 FFFE:D7FF
not allocated | CS27 FFFE:D800 FFFE:DFFF
not allocated | CS28 FFFE:E000 FFFE.E7FF
not allocated | CS29 FFFE:E800 FFFE.EFFF
Config. JTAGID | CS30 FFFE:FO00 FFFE:F003 2 16
JTAG ver FFFE:F002 FFFE:F005 2 16
DSP FFFE:F004 FFFE:F005 2 16
MCU FFFE:FO06 FFFE:FO07 2 16
ASIC FFFE:FO08 FFFE:F009 2 16
10s FFFE:FOOA FFFE:FOOB 2 16
MCU emu FFFE:FOOE FFFE:FOOF 2 16
DIE ID FFFE:FO10 FFFE:FO17 8 16
reserved | CS31 FFFE:F800 FFFE.FFFF - -
Table 4: MCU peripheral mapping (strobe 1)
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1.6 Data Format

[P — S P E— > D16 | D15 ----nmmmmemmoo- N Y — > DO

nCSO0

nCS1

nCS2

nCS3

Cs4

API RAM

N

-

APIC

//
|

//

SIM

-

TSP

e

TPU REG

TPU_RAM

7
||

) | RTC

_

)

_

!

LPG

\\
\
-

PWL

PWT

///////////////
e
7

> | UART IRDA

| UART MODEM

TIMER2

RHEA bridge

INTH

Memory Interface

DMA controller

CLKM

JTAG ID code

sy
T

e

@ Texas UNDER NON DISCLOSURE

INSTRUMENTS AGREEMENT PAGE: 20/178

DO NOT COPY



CAL207

Register Mapping

Ver: 1.05

2. DSP MEMORY MAP

2.1 Memory areas definitions

DARAM: dual access data RAM. It is always mapped in data space and can be overlaid in program

APIRAM:

PROM:
DROM:
PDROM:

space using the OVLY bit.

dual access data RAM. It is always mapped in data space and can be overlaid in program
space using the OVLY bit. The ARM host processor via the API interface module can also
access this memory. It behaves as a communication memory between the Lead CPU and

the ARM host processor.

program ROM, always in program space.
data ROM, always in data space.

program or data ROM. This ROM is always mapped in program space and can also be
mapped in data space by setting the DROM control bit.

2.2  Mapping diagram

Data

Prog0

Progl Prog2 Prog3

0000

DARAM overlay over the program area - 2K

0800

1000

1800

2000

API overlay over the program area

8K

2800

3000

3800

4000

4800

5000

5800

6000

6800

DARAM overlay over the program area

18K

7000

7800

8000

8800

9000

9800

A000

A800

B00O

DROM

B800

20K

C000

C800

D000

D800

PROM
28K

EO000

E800

FO00

F800

8K

PDROM

PROM
8K

PROM PROM

32K 32K
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23 API

The API interface offers a dual access capability to 8 k-Words of 16 bits of mixed data program
memory, it can be configured to manage data access of 8,16 or 32 bits through the API control
registers and the memory interface configuration registers (See document [7]).

The API dual access capability is either enabled (SAM mode) or disabled (HOM mode) by the DSP.
SAM mode is the default configuration when the DSP exits from a reset phase.

In SAM mode (Shared Access Mode), ARM (or DMA controller) and DSP can both access
simultaneously to this shared memory space with ARM access resynchronized on DSP cycle-clock (3
times ratio required between ARM and DSP cycle clocks).

In HOM mode (Host Only Mode), the APl RAM is dedicated to external access under the control of
either the ARM or the DMA controller and therefore the access time is unconstrained.

2.4  XlO-Rhea

Internal and external peripherals are mapped on XIO or data memory spaces. These spaces are
accessible through nXSTROBE [3:0] with a range of 2Kbytes for external peripherals allowing
connecting up to:

e 6 external devices on program space

e 26 external devices on data space

« 31 external devices on I/O space

e internals peripherals are connected on I/O space or data memory space

2.4.1 External peripherals mapping - Program space

Device name Strobe 0 | Start address | Stop address | Size in bytes | Data access

not allocated CSO 0000 O7FF 2K 16

not allocated CSs5 3000 37FF 2K 16

2.4.2 External peripherals mapping - Data Space 1

Device name Strobe 1 | Start address | Stop address | Size in bytes | Data access
not allocated CS6 3800 3FFF 2K 16

not allocated CS15 | 7800 7FFF 2K 16

2.4.3 External peripherals mapping - Data Space 2

Device name Strobe 2 | Start address | Stop address | Size in bytes | Data access

UART MODEM CS16 8000 87FF 2K 8
not allocated CS17 | 8800 8FFF 2K 16
not aIIoc:;tled CS“él F800 FFFF 2K 16
. TixAsS UNDER NON DISCLOSURE _
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2.4.4 External peripherals mapping — 1/0O Space

Device name Strobe 3 | Start address | Stop address | Size in bytes | Data access
RIF CS0 0000 07FF 2K 16

MCSI CS1 0800 OFFF 2K 16

not allocated CS2 1000 17FF 2K 16

not allocated CS3 1800 1FFF 2K 16

not allocated CS4 2000 27FF 2K 16

CYPHER CS5 2800 2FFF 2K 16

not allocated CS30 | FO0O F7FF 2K 16
XI0-2-RHEA bridge | CS31 | F800 F8FF 256 16

API Control F900 FOFF 256 16

INTH FAO00 FAFF 256 16

not allocated FBOO FBFF 256

DMA controller FCO00 FCFF 256 16

not allocated FDOO FDFF 256

not allocated FEOO FEFF 256

not allocated FFOO0 FFFF 256
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3. ARM MEMORY INTERFACE - FFFF:FBO0O
3.1 Memory interface register mapping

Register name

Reset value

nCS0 memory range

Xxxx 1110 0011 1111

nCS1 memory range

Xxxx 1110 0011 1111

nCS2 memory range

xxxx 1110 0011 1111

nCS3 memory range

Xxxx 1110 0011 1111

nCS7 memory range

xxxx 0011 0000 0000

CS4 memory range

xxxx 1110 0011 1111

nCS6 memory range

Xxxx 0011 0000 0000

API-Rhea control reg.

XXXX XXxX X000 0000

Extra-control register

Address Access
FFFF:FBOO 12bits R/W
FFFF:FB0O2 12bits R/W
FFFF:FB0O4 12bits R/W
FFFF:FBO6 12bits R/W
FFFF:FBO8 12bits R/W
FFFF:FBOA 12bits R/W
FFFF:FBOC 12bits R/W
FFFF:FBOE 7bits RIW
FFFF:FB10 9bits R/W

Xxxx X?10 xx00 0000

Table 5: Memory interface registers

3.2 nCSO memory range (Read / Write) — FFFF:FB0OO

Bit Name Function Reset (dec)
4.0 WS number of wait state for nCSO memory access 31
6:5 pvs® Device data size:” 01
00 = 8-bit, 01 = 16-bit, 10 = 32-bit
7 WE 0 = ABORT when write operation on a nCS0 0
1= Write enable
8 - Reserved 0
9:11 DC Dummy Cycles that should be inserted while bank 7
switching from nCS0 to a faster memory bank.

(1) These values are read-only. They are sampled at system reset on CS5 for BIGEND and nCS4 and

nCS3 for DVS

(2) CSO device data size. This field is read-only. Its value is sampled at system reset on ROMSIZE

pins

3.3 nCS1 memory range (Read / Write) — FFFF:FB02

Bit Name Function Reset (dec)
4.0 WS number of wait state for nCS1 memory access 31
6:5 DVS Device data size:” 01
00 = 8-bit, 01 = 16-bit, 10 = 32-bit
7 WE 0 = ABORT when write operation on a nCS1 1
1= Write enable
8 - Reserved 0
11:9 DC Dummy cycles that should be inserted while bank 7
switching from nCS1 to a faster memory bank.
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3.4 nCS2 memory range (Read / Write) — FFFF:FB04
Bit Name Function Reset (dec)
4.0 WS number of wait state for nCS2 memory access 31
6:5 DVS Device data size:” 01
00 = 8-bit, 01 = 16-bit, 10 = 32-bit
7 WE 0 = ABORT when write operation on a nCS2 1
1= Write enable
8 - Reserved 0
11:9 DC Dummy cycles that should be inserted while bank 7
switching from nCS2 to a faster memory bank.
3.5 nCS3 memory range (Read / Write) — FFFF:FB06
Bit Name Function Reset (dec)
4.0 WS number of wait state for nCS3 memory access 31
6:5 DVS Device data size:*” 01
00 = 8-bit, 01 = 16-bit, 10 = 32-bit
7 WE 0 = ABORT when write operation on a nCS3 1
1= Write enable
8 - Reserved 0
11:9 DC Dummy cycles that should be inserted while bank 7
switching from nCS3 to a faster memory bank.
3.6 CS4 memory range (Read / Write) — FFFF:FBOA
Bit Name Function Reset (dec)
4.0 WS number of wait state for CS4 memory access 31
6:5 DVS Device data size:"” 01
00 = 8-bit, 01 = 16-bit, 10 = 32-bit
7 WE 0 = ABORT when write operation on a CS4 1
1= Write enable
8 - Reserved 0
11:9 DC Dummy cycles that should be inserted while bank 7
switching from CS4 to a faster memory bank.
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3.7 nCS6 internal memory range (Read / Write) — FFFF:FBOC
Bit Name Function Reset (dec)
4.0 WS number of wait state for nCS6 memory access 0
6:5 DVS Device data size:” 10
00 = 8-bit, 01 = 16-bit, 10 = 32-hit
7 WE 0 = ABORT when write operation on a nCS6 1
1= Write enable
8 - Reserved 0
11:9 DC Dummy cycles that should be inserted while bank 0
switching from nCS6 to a faster memory bank.
3.8 nCS7internal memory range (Read / Write) - FFFF:FB08
Bit Name Function Reset (dec)
4.0 WS number of wait state for nCS7 memory access 0
6:5 DVS Device data size:*” 10
00 = 8-bit, 01 = 16-bit, 10 = 32-bit
7 WE 0 = ABORT when write operation on a nCS7 1
1= Write enable
8 - Reserved 0
11:9 DC Dummy cycles that should be inserted while bank 0
switching from nCS7 to a faster memory bank.
3.9 API-RHEA control register CTRL (Read / Write) — FFFF:FBOE
Bit Name Function Reset
0 - Reserved 0
1 ADAPTO Rhea strobe 0 Access size adaptation: 0
0 = MCU access size using the target device size.
1 = MCU rhea access can be transformed in
several Rhea transaction regarding the Arm
access size and the Rhea target data width.
2 - Reserved 0
3 ADAPT1 Rhea strobe 1 Access size adaptation: 0
0 = MCU access size using the target device size.
1 = MCU rhea access can be transformed in
several Rhea transaction regarding the Arm
access size and the Rhea target data width.
4 - Reserved 0
5 ADAPTAPI API access size adaptation: 0
1 = 32-bit access transformed into 2 16-bit API
transaction.
6 DEBUG Debug/visibility enable: 0
0 = ADD frozen when no external access
performed.
1 = MCU address can be observed on the
external memory ADD bus.
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3.10 Extra control register CONF (Read / Write) — FFFF:FB10
Bit Name Function Reset
0 IWSR Write strobe control: 0
0 = RnW signal stays low for half a clock cycle
during 0-W'S write access.
1 =The 0-WS WRITE access to the arm memory
are transformed into a 1 WS write access to
increase the write access duration.
1 CTRL_WSO 0 = Accessing nCS0 with programmed wait-state. 0
1 = When accessing nCS0 the number of wait is
set to 127, but access is ended when
nready_mem goes low. If nready_mem stays
at ‘1’ after 127 wait states an abort is
generated.
2 CTRL_WS3 0 = Accessing nCS3 with programmed wait-state. 0
1 = When accessing nCS3 the number of wait is
set to 127, but access is ended when
nready_mem goes low. If nready_mem stays
at ‘1’ after 127 wait states an abort is
generated.
3 CTRL_WS1 0 = Accessing nCS1 with programmed wait-state. 0
1 = When accessing nCS1 the number of wait is
set to 127, but access is ended when
nready_mem goes low. If nready_mem stays
at ‘1’ after 127 wait states an abort is
generated.
4 CTRL_WS2 0 = Accessing nCS2 with programmed wait-state. 0
1 = When accessing nCS2 the number of wait is
set to 127, but access is ended when
nready_mem goes low. If nready_mem stays
at ‘1’ after 127 wait states an abort is
generated.
5 CTRL_WS4 0 = Accessing CS4 with programmed wait-state. 0
1 = When accessing CS4 the number of wait is
set to 127, but access is ended when
nready_mem goes low. If nready_mem stays
at ‘1’ after 127 wait states an abort is
generated.
7-6 Reserved -
9:8 IBOOT_SRC | Boot memory selection: 10
X0 = Defined by pin nIBOOT state (low = internal)
11 = External memory boot.
01 = Internal memory boot
10 nIBOOT_PIN | Value on the nIBOOT pin. (read only) -
11 Disable_DU | Debug unit control: 0
0 = Debug-Unit is enabled and is recording
Debug-data if processor is not running the
abort mode
1 = Debug-Unit is disabled, it can be accessed
as General Purpose RAM.
15-12 | Reserved -
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4. MEMORY PROTECTION UNIT (MPU) — FFFF:FFO0

4.1 Configuration register mapping

MPU apply only to the INTERNAL Memory space.

Register name Address Access Reset value
MPU_ST FFFF:FFOO 8 bits R ??7? 227?72 0000 0000
MPU_PM FFFF:FF02 12 bits RIW ??7?? 0000 0000 0000
MPU_CTL FFFF:FFO8 5 bits RIW ??77? 22?7 2?2?20 0000
MPU_B&ST1 FFFF:FFOA 16 bits R/IW 0000 0000 0000 0000
MPU_END1 FFFF:FFOC 14 bits R/IW 2?00 0000 0000 0000
MPU_B&ST2 FFFF:FFOE 16 bits R/IW 0000 0000 0000 0000
MPU_END2 FFFF:FF10 14 bits RIW 2?00 0000 0000 0000
MPU_B&ST3 FFFF:FF12 16 bits RIW 0000 0000 0000 0000
MPU_END3 FFFF:FF14 14 bits RIW 2?00 0000 0000 0000
MPU_B&ST4 FFFF:FF16 16 bits RIW 0000 0000 0000 0000
MPU_END4 FFFF:FF18 14 bits RIW 2?00 0000 0000 0000

Table 6: MPU registers
Important:

4.2 MPU Overview

Within a memory space, the MPU allows defining memory sub-regions, each having a separate
Read/Write protection attribute; this permits for partitioning the memory space into program

instruction, system data, user data, stack ...

The application program configures the MPU, which interfaces to the processor via the RHEA bus.
The address bus directly issued from the processor is monitored providing a real-time position of the
memory region accessed. When a protection breach attempt occurs, the memory control signals are

affected, not selecting the memory, and the fault condition is indicated to the processor.
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4.3

Block diagram
The figure below, shows the Memory Protection Unit within an TMS470R1 core and associated
memory environment.

Data, Address, Control Busses

Figure 1: MPU within the Micro-Controller Environment

TMS470R1
V¢ I Memory Interface -
DISABLE_DU System Config
Debug Unit | g Register Frame
> ¢
RHEA Bridge |-RHEA Bus
: ‘
User/Non-User N
Op-Code Fetch > MPU <
P
Out-of-protection ‘
| Abort MPU_fault
Illegal-access
»| Memory Select
Decode
----| Mem-Sel1,2...n
A A 4 v
Werite-Disable |
Memory
dl
-
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4.4 MPU Feature’ s

The MPU allows for controlling:

« Up to four programmable protected regions within a maximum memory space of 512 k-

byte
A maximum protected size of 128 k-byte for each region (512 k-byte for 4 regions)
¢ A minimum granularity of 8 bytes
e A privileged-code memory region
For each region, memory mapped control registers define:

¢ Protected memory region base-address

Starting/ending addresses within the protected memory region

e Protection mode (Non-User R/W, User Read-only, ROM, Privileged-region write...)
applied to the memory sub-region bounded by the starting/ending addresses

e Out-of-protection (upper-bound) indication enabled/disabled

The MPU generates:

* Anillegal-access signal if the application program attempts a non-authorized access to a
memory region (i.e. User write access to a region programmed for User Read-only
accesses).

¢ An Out-of-protection signal when the application program attempts to read or write to a
location within a memory region (defined by the base-address) and above the upper limit
(end-address) of the protected sub-region. (helpful for stack overflow monitoring)

A MPU-fault signal which is the OR’ed combination of both lllegal-access and Out-of-
protection signals.

e Afault indication (lllegal-access and/or Out-of-protection) flagged into the MPU status
register which is available to the processor for fault analyze.
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4.5 MPU Description

The MPU hardware module is basically made of bus compares and logic decode associated to a
programmable register frame that adjust the MPU configuration to application needs.

The control and status register-bits listed below are accessed through the RHEA bus:
» Four regions can be defined via the base-address register-bits.

* For each region, the start-address and the end-address register-bits define the lower and the
upper bounds of the protected space.

* The control register-bits “Protection Mode” (PM 2,1&0) define the protection type associated to the
protected space as listed, here after, in the table “Protection Mode Definition”.

*  The bit Out-of-Protection (OPn_EN) enables the MCU to be informed of access above the upper
bound of a protected space. This feature is useful for detection of stack under-flow/overflow.

* The Status register-bits save the condition (either illegal-access or out-of protection) that
generated the fault, hence, providing useful information to the application program regarding the
source which initiates the exception/interruption.

At power-on-reset All control & status register-bits are cleared to 0, disabling protection for all regions
(user, non-user and privileged-region read/write access allowed). Then after the power-on reset is
released, the application program can set the MPU register frame according to the application
protection Scheme.

Important:

* lllegal-access signal is automatically and always enabled as soon as and for as long as a protection
mode is selected (PMn[2-0] other than “000”) into the MPU Protection Mode register.

¢ Qut-of-protection signal can be enabled/disabled at any time from the OPn_EN bit into the MPU
Protection Mode register.

* MPU-Fault signal is active only when the “MPU_FAULT_EN” bit is set to 1 (MPU Control
Register)

This note below does not apply from CALYPSO C035-F751xxx (Only for CALYPSO CO05-
F741xxx)

Important:

* A reset (warm start) does affect neither the MPU Protection Mode register nor the base, start and end-
address registers. Only the MPU Status register is cleared to 0x00 after a warm reset.

Once configured, the MPU, for every memory access, compares the incoming address values (bits 18
down to 3) from the MCU to the values stored into the base-address, the start-address, and the end-
address registers. Then decoding the PMn 2,1&0 and OPn_EN bits, the MPU determines if the current
access can be completed, if and illegal access must be generated or if an Out-of-Protection access
must be indicated.
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The memory protection mechanism does not impact the micro-controller speed performances since
incoming addresses are compared in parallel while the memory selection is decoded.

When an access attempts to write a protected area, the illegal-access signal is asserted to:

» Disable the current write access.

* Flag the violation into the MPU Status register.

* Indicate the fault condition (MPU-FAULT-EN must be previously set to 1) to the processor (abort;
see Notel).

When an Out-of-Protection address is detected (provided it was previously enabled; OPn_EN bit set to
1

*  The out-of protection access is flagged into the MPU Status register

* The MPU generates a fault condition (if enabled) to the processor (abort; see Notel).

Important:

The illegal-access is monitored during write-accesses only. The Out-of-Protection is monitored
during both read/ write accesses.

The illegal-access detection prevents from writing, whereas the Out-of-Protection does not.

Note 1:

Typically, a fault condition (lllegal-access or Out-of-protection signals active) initiates an MCU-abort
operating mode, where the abort handler analyzes the fault using the MPU status register and
additional available resources (e.g. Debug Unit) Then fixes the error prior to resume application
program operations.

Note 2:
In emulation mode, when the “DBGACK” signal is active (see TMS470R1x User’s Guide), the
protection mechanism is disabled

4.6 Protection Mode Definition

Each of the four possible memory regions has a separate protection attribute. The type of protection
associated to a region is defined through the PMn[2-0] bits into the MPU Protection Mode register.

The MPU recognizes several operating modes and use this identification to build the protection
scheme. Among the mode that can be detected are:

» User mode: This is the user mode as defined by the TMS470R1x user’s guide. (“most application
program will run in user mode”)

* Non-User mode: It is also defined in the TMS470R1x user’s guide. (it's “entered in order to service
interrupts or exceptions or to access protected resources”)
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» Privileged-region: This mode is specific to MPU architecture; It allows the application program to
set memory regions (regions 1 & 2 as defined by the MPU register frame) to be a privileged
memory space where the operational codes (OP-CODE) located in, benefits of write right to a
given memory region.

The following table summarizes the protection mode that can be selected.

PMn2 |PMn1l| PMn O Protection Mode

0 0 0 Protection Disabled;
User, Non-User & Privileged-region Read/Write allowed

0 0 1 Non-User Read/Write, User Read-Only (whatever fetched code
location)
Reserve

0 1 0

0 1 1 ROM;
Non-User Read-Only, User Read-Only (whatever fetched code
location)

1 0 0 Writes are only authorized when performed from code fetched in

protected region 1 (whatever MCU operating mode)

1 0 1 Writes are only authorized when performed from code fetched in
protected region 1 or protected region 2 (whatever MCU operating
mode).

Reserved

1 1 0

1 1 1 Reserved

Table 7: Protection Mode Definition
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4.7 Memory protection example

4.7.1 Memory Map With Protected Region - Example 1
The 4 figures below show examples of memory protection configuration.

The Out-Of-Protection is indicated from the end limit of the protected area up to the end of the region
defined by the base-address.

0x00000
Not Protected

Base-Address Region 1 (User, Non-User & Privileged-
region R/W allowed)

N :
Protected area Start-Address

Out-of-Protection '\End-Address

Base-Address Region 2

Disabled region
(User, Non-User & Privileged-
region R/W allowed,
Out-of-Protection disabled)

Base-Address Region 3y

Not Protected
(User, Non-User & Privileged-
region R/W allowed)
Minimum
protected region

L (8 bytes)

Base-Address Region 4y

Maximum
protected region
(128 k-byte)

OX7FFFF

Figure 2: Memory Map With Protected Region (Example 1)
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4.7.2 Memory Map with Protected Region - Example 2

Out-Of-Protection is not monitored when the program goes through a protected space. As shown in

the figure below, if protected spaces are declared within the same base address, then Out-Of-

Protection is only flagged outside the protected area, in addition the flags indicate all protected area

that have been past

Base-Address Region 1,2,3 & 4
—>

128 k-byte <

Non-Protected Memory

(User, Non-User & Privileged-
region R/W allowed)

Protected area R1

Out-of-Protection R1

Protected area R2

Out-of-Protection R2 & OP1

Protected area R3

Out-of-Protection R3 & OP1,2

Protected area R4

Out-of-Protection R4 & OP 1,2,3

Non-Protected Memory

«4—Start-Address Region 1

4—End-Address Region 1

«4—Start-Address Region 2

¥~End-Address Region 2
4—Start-Address Region 3

¥ ~End-Address Region 3

Start-Address Region 4

4—End-Address Region 4

Figure 3: Memory Map with Protected Region (Example 2)
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4.7.3 Memory Map With Stack Over/Under-Flow Definition - Example 3

The figure below shows an example of stack overflow/under-flow definition. Two 8-byte memory-areas
(available minimum granularity) are reserved (non-usable memory) below and above the stack region.
An access to the area “out-of-protection R1” will be recognized as a stack under-flow. An access to
the area “out-of-protection R2” will be recognized as a stack overflow.

0x00000 *—Start-Address Region 1

Base-Address Region 1&2

ROM
Protected area

End-Address Region 1

Out-of-Protection R1

. Start-Address Region 2
Minimum Non-User R/W

Out-of-Protection (Fiq, Irg, Sup, Abt, Sys, Und)

ion (8 b
region (8 bytes) \ STACK End-Address Region 2

Out-of-Protection R2 + R1

OX1FFFF

Non Protected Region
(User, Non-User & Privileged-
region R/W allowed)

Figure 4: Memory Map With Stack Over/Under-Flow Definition (Example 3)
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4.7.4 Privileged Memory - Example 4

The figure below illustrates a configuration that defines privileged and protected memory region. In the
below example, only the write instructions fetched from the protected regionl or from Out-of-
Protection region2 are authorized to write into the protected region2. If the write code is issued from an
other memory area (e.g: region 3), then an illegal-access is asserted. The privileged region (protected
regionl + Out-of-Protection region?2) is also qualified as ROM access.

0x00000 Not Protected

Base-Address Region 1 Start-Address R1

Protected region 1

. ROM
Total privileged space (PMy[2-0] = “011”

from where wr_ite to _the End-Address R1
protected region 3 is
allowed

Protected region 2 v\Start—Address R2
ROM

Base-Address Region 2 (PMp[2-0] = “011” End-Address R2

Not Protected
Out-of-Protection disabled,
OPy EN=0)

Not Protected

Base-Address Region 3 & 4

Protected region 3 Start-Address R3
Write only from R1+ R2

(PM3[2-0] = 101" End-Address R3
Out-of-Protection R3

Protected region 4 Start-Address R4
Non-User R/W User R-Only

PM4[2-0] = “001”
Out-of-Protection R3+ R4 End-Address R4

OX7FFFF

Figure 5: Privileged Memory (Example 4)
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4.8 Mpu control register frame

4.8.1 Miscellaneous

The MPU module contains eleven 16-bit memory mapped registers that can be accessed through a

RHEA bus.

* The MPU register's mapping to the MCU’ s memory space is device dependent, hence defined at
the chip/system level. Within the register frame, the physical address of registers is the Start
address (defined by the system) + Offset address (given in the next tables).

* The status register saves illegal-accesses as well as out-of protection fault signatures.

« The controls register enables/disables assertion of the MPU_FAULT signal as well as the “Out-of-
Protection” mechanism for each region.

e The protection mode register is dedicated to the selection of the “Protection Mode”

» The remaining 8 registers are partitioned by region (2 registers by region); each register’ s pair
defining the Base & Start address and the End Address for its associated region.

* The registers can be read at any time without affecting the on going operations. All register can be

written accordingly to the bit definition as discussed in the next section. The status register is a
clear-only register (only write to 0)

4.8.2 Table summary

RegisterNa Offset Bits
me  Addr 15 14 13 12 11 10 9 8 7 6 5 4 3 2 1 0
MPU ST Ox00 Reserved oP4 | OP3 | OP2 [ OP1 | IAR4 | IAR3|IAR2 [ 1A RL
MPU PM  0X02 Reserved PM42 | PMA1 | PM4O | PM32 | PM31 | PM30 | PM22 [ PM21 | PM20 |PM12|PML 1| PM10
. 0x04 Reserved
. 0x06 Reserved
MPU
MPU_CTL 0x08 Reserved OP4_EN| OP3_EN OP2 ENJOPL EN| TP
EN
MPU_
B&ST1  OXOA |Basell|BaselO|Startl 13|Startl 12[Startl 11|Startl 10| Startl 9| Startl 8 | Startl 7 |Startl 6|Startl 5[Startl 4| Startl 3 |Startl 2|Startl 1| Start1 0
MPU_
ENDL  OxOC Reserved  |End113|End112|End111(End110| End19 | End18 | End17 |End16 | Endl5|End14 | End13 | End12 | Endl1| End10
MPU_
B&ST2  OXOE |Base21|Base20|Start2 13|Start2 12[Start2 11|Start2 10| Start2 9 | Start28 | Start27 | Start2 6 | Start25 | Start2 4 | Start2 3 | Start2 2| Star2 1 | Start2 0
MPU_
END2  Ox10 Reserved | End213|End2 12|End2 11[End2 10| End2 9| End2 8 | End2 7 |End2 6|End2 5|End2 4| End13 |End2 2|End2 1| End2 0
MPU_
BeST3  OX12 |Base31|Base30|Start3 13[Start3 12|Start3 11|Start3 10| Start3 9| Start3 8 | Start37 | Start36 | Start35 | Start3 4| Start3 3 | Start3 2| Start3 1 | Start3 0
MPU_
END3  Ox14 Reserved |End313|End312|End311[End310| End39 | End38 | End37 | End36 | End35 | End34 | End33 | End32 | End31 | End3 O
MPU_
B&ST4  OX16 |Base4 1|Base4 0|Start4 13|Start4 12{Start4 11|Start4 10| Start4 9| Startd 8 | Start4 7 |Start4 6|Startd 5[Starts 4| Start4 3 [Start4 2|Startd 1| Starts 0
MPU_
END4  Ox18 Reserved | End4 13|End4 12|End4 11|End4 10| End4 9| End4 8 | End4 7 |End4 6|End4 5|End4 4| End43 |End4 2|End4 1| End4 O

Table 8: MPU Control & Status Register Frame
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49 MPU_ST: Status register (Read) — FFFF:FFO0

The MPU_ST register indicates which event has initiated the fault.

Bit Name Function Reset

0 IA_R1 1 = lllegal-access to the protected region 1 0

1 IA_ R2 1 = lllegal-access to the protected region 2 0

2 IA_R3 1 = lllegal-access to the protected region 3 0

3 IA R4 1 = lllegal-access to the protected region 4 0

4 OP1 1 = Qut-of-Protection access within region 1 0

5 OoP2 1 = Out-of-Protection access within region 2 0

6 OP3 1 = Qut-of-Protection access within region 3 0

7 OP4 1 = Out-of-Protection access within region 4 0
15:8 | Reserved No effect -

4.10 MPU_CTL: Control register (Read / Write) — FFFF:FF08

The MPU_CTL register controls the MPU_FAULT signal assertion and for each region enables the
Out-of-Protection monitoring.

Bit Name Function Reset
0 MPU_FAU This read/write bit enables the MPU_FAULT signal. 0
LT_EN 0 = Memory protection as well as the out-of-protection

supervision is active according to the value of the
Opn_EN and PMn[2-0] bits. The status register is
still recording the MPU’ s events and remains
available for reading, however the signal
MPU_FAULT is locked to a low level not passing the
fault indication to the processor (e.g. abort not
generated)..

1 = Any fault flagged into the status register initiates a
MPU_FAULT signal transition (high level) indicating
the fault occurrence to the processor (e.g. abort
generation).

1 OP1_EN Out-of-Protection supervision within the protected region 1. 0

0 = disable

1 =enable

2 OP2_EN Out-of-Protection supervision within the protected region 2. 0

0 = disable

1 =enable

3 OP3_EN Out-of-Protection supervision within the protected region 3. 0

0 = disable

1 =enable

4 OP4_EN Out-of-Protection supervision within the protected region 4. 0

0 = disable

1 =enable

15:5 | Reserved No effect -
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4.11 MPU_PM: Protection Mode Register (Read / Write) — FFFF:FF02

4.11.1 Register bit mapping
The MPU_PM register defines the protection associated to four possible protected regions.

Bit Name Function Reset
2:0 PM1 (2:0) Protection mode associated to region 1 0
5:3 PM2 (2:0) Protection mode associated to region 2 0
8:6 PM3 (2:0) Protection mode associated to region 3 0
11:9 [ PM4 (2:0) Protection mode associated to region 4 0
15:12 | Reserved -

4.11.2 Protection mode summary
The following table summarizes the protection mode that can be selected.

PM2 | PM1 | PMO Protection Mode
0 0 0 Protection Disabled:
User, Non-User & Privileged-region Read/Write allowed
0 0 1 Non-User Read/Write, User Read-Only (whatever fetched
code location)
Reserved
0 1 1 ROM:
Non-User read-only, User read-only (whatever fetched code location)

o
=
o

1 0 0 Writes are only authorized when performed from code fetched in
protected region 1 (whatever MCU operating mode)
1 0 1 | Writes are only authorized when performed from code fetched in

protected region 1 or protected region 2 (whatever MCU operating
mode). See example figure 6.

Reserved

1 1 1 Reserved

Table 9: Protection Mode Definition

[y
[N
o

4.12 MPU_B&STn: Base & Start Address —region n — (Read / Write)

The MPU_B&ST(n) registers define Base & Start address of the protected memory region (n).

Bit Name Function Reset
13:0 | STARTnN (13:0) | Start address for the corresponding protected 0
memory region[n].

The fourteen bits (13:0) start-address is
compared to the MCU address bus (16:3).

15:14 | BASEN (1:0) Base address for the corresponding protected 0
memory region[n].

The two bits (15:14) base address is compared
to MCU address bus (18:17).

4.13 MPU_ENDnN: End Address Definition —region n - (Read / Write)
The MPU_End(n) registers define the End address of the protected memory region (n).

Bit Name Function Reset
13:0 [ ENDn (13:0) | End address for the corresponding protected 0
memory region[n].

The fourteen bits (13:0) end-address is compared
to the MCU address bus (16:3).

15:14 | Reserved No effect -

: Tix A UNDER NON DISCLOSURE
¢ INSTRUMENTS AGREEMENT PAGE: 40/178

DO NOT COPY



CAL207 Register Mapping Ver: 1.05

5. DEBUG UNIT (DU) — 03C0:0000

5.1 Debug Unit Overview

The Debug Unit is a hardware resource intended to provide additional support to a software abort-
handler. The DU provides 64 stages deep history table of the last memory accesses prior entering the
abort mode, then permitting analysis of previous bus transaction’ s.

The DU is an autonomous function that does not need to be configured, hence, does not interfaces to
a control bus such as RHEA. The DU is connected directly to the processor busses (Address &
Control) from where it collects the data, and to the memory interface system where the saved history
table can be read.

The figure, below, shows the Debug Unit connected to a TMS470R1 core.

TMS470R1

l¢ Memory Interface

DISABLE DU CONFIG
Debug Unit| ) Register Frame

1

RHEA Bridge | -RHEABus

VYVY

User/Non-User

; MPU

Qut-of-protection
4_
Abort MPU _fault

A

A

lllegal-access

> Memory Select
Decode

¢ ¢ ----¢ MemSel 1,2..n

A A A 4

Memo
< ry

Data, Address, Control Busses

Figure 6: Debug Unit connection to the Micro-Controller.
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5.2 Debug Unit Feature’ s
The Debug Unit offers the following:
»  Sixty-four 32-bit words deep FIFO register file
e 26-bit Processor Address and 8 Processor control signals recorded
(nM[1:0], MAS[1:0], nEXEC, nOPC, nMREQ, nRW)
¢ Continuous storage for every processor fetch (either instruction or data)
« Data record automatically frozen upon switch to abort mode
* Memory-like read access during abort operating mode

¢ Enable/disable control from input module pin (typically connected to a chip-configuration
register-bit).

¢ General purpose RAM when debug function is disabled

5.3 Debug Unit Description

Basically the Debug Unit hardware is a 64 words dual port (separate read/write bus) memory with
additional control that make the last written address being the read base-address.

Each input word is 32 bits wide allowing for storing 26 address-bits and 6 additional bits that inform on
the processor operating state. (See: Debug-Data Organization). The read-data bus is output in a 32-
bit format.

The Debug Unit does not impact the micro-controller speed performances; it is implemented as a
stand-alone module spying the MCU busses and not participating to the data processing.

* There is no configuration to setup, the only available control is an input signal “DISABLE_DU”,
which allows to enable/disable the debug-Unit function.

* The enable/disable signal can controlled from a register bit (typical use) located into the system
configuration frame (8§ 4.10)

* When the DU is enabled and for as long as the abort mode is not detected, the data input onto
the “debug-data bus is partially encoded then synchronously stacked into the 64-word register file

* A 64-state rollover counter generates the write addresses; for every access to the system-
memory, the counter decrements pointing the debug-memory location where the bus transaction
data is written.

e The input signal nCLK_DU controls the counter decrement (nCLK_DU /rising edge) and the
debug-memory synchronous write (nCLK_DU /falling edge). Typically nCLK_DU connects the
TMS470R1 processor clock “ECLK”; note that in this case the Wait-State’s are not recorded.

* When the counter rollovers, debug-memory locations are sequentially updated overriding (old data
lost) the previous debug-memory content.

The Debug Unit then continuously collects data until:

« Either the processor ABORT mode is entered; this is decoded when the TMS470R1 processor
output signals nM[3] and nM[2] are at the value 1 and O respectively.

» orthe DISABLE_DU signal is asserted high (see Debug Unit Disable/Enable Control)
» orthe TMS470R1 debug state is activated (DBGACK_DU signal high; see emulation literature).

When the abort mode is entered, the automatic-write is locked and the Debug-memory content is
frozen. In this state, the debug unit acts as a standard static RAM block where the data previously
collected is available to the software abort-handler for working out the abort cause.
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In abort mode the counter value is frozen pointing the last write-addressed location.

e The counter value is used as offset. It is added to the address value supplied by the MCU to
generate the read or write addresses, in such a way that a read at the location 0x00 (address from
MCU) returns the last data written (0x00 + write-add-pointer). A read to the location Ox01 returns
the data before the last written, and so on... (See: Debug-Data Organization).

» The debug-memory data-input bus is switched to the memory-interface output-data bus
e The write function (write-enable, write-byte, and write-clock) is controlled from the MCU.
e The debug-memory data-output bus is valid and can be read from the MCU.

Important:

The debug- memory should be read only when DU is disabled or if abort mode is
active. Reading the DU while collecting data returns an undefined value. The write
from the processor is disabled and has no effect when the DU is collecting data.

When the abort mode is released (once abort-handler has processed), the DU re-starts recording
data; the 64-state rollover counter starts counting from where it has been stopped.

Note 1:
The 64-state rollover counter value is initialized at “000000” upon reset (hnRST_DU low). There is no
other means of setting the counter value.

5.4  Debug Unit Enable/Disable Control

The debug unit should be enabled at reset by setting the “DISABLE_DU?” bit, which is the bit 11 of the
“Extra control register CONF” (§ 4.10) of memory interface (FFFF:FB10) to a low level (logic 0). The
Debug Unit then starts collecting data until the abort mode is entered (see behavior description
above).

If the application does not require such a debug facility or in order to save power consumption during
critical application phases, the debug unit can be disabled by asserting the “DISABLE_DU” signal to a
high level (bit 11, Extra-control-register CONF, § 4.10).

When the debug unit is disabled, the debug-memory can be used as general-purpose RAM.

Disabling the Debug Unit

* Locks the automatic-write mechanism and sets the debug-memory write control to the memory-
interface (data, address, write-enable, write-byte and write-clock signals).

* Freezes the 64-state rollover for as long as the DISABLE_DU signal is high. This nullifies the
offset pointer-value effect and lets the MCU address bus to directly control the read/write location.

Re/enabling the DU (DISABLE_DU signal set to a low level) re/starts the automatic-write mechanism,
and make the DU collecting data again.

: Tix A UNDER NON DISCLOSURE
¢ INSTRUMENTS AGREEMENT PAGE: 43/178

DO NOT COPY



CAL207 Register Mapping Ver: 1.05

5.5 Debug-Data Organization

The debug-data is collected from the processor address and control buses. It is partially encoded
before being recorded into the debug-memory.

The input signals and the coded debug-data (recorded-data) are listed below:

« MASJ[1:0]: Memory Access Size; these 2 signals are coded to provide a single bit (Byte/Non-Byte)

information.
TMS470R1 “MAS[1:0]” definition Debug-Data “Byte” definition
00 : Byte
01: Half-Word 0: Non-Byte
10: Word 1: Byte
11: Reserved

e nOPC: OP-Code fetch indicator, nRW; not Read/Write and , nMREQ; not Memory Request;
these 3 signals are coded and give a 2 bits MCU Access-Type data.

TMS470R1 “nOPC” definition Debug-Data “Access-Type” definition
0 : Fetching instruction
1 : Not fetching instruction

TMS470R1 “nRW” definition 00 : Read Instruction

0 : Read 01: CPU Internal Cycle
1: Write 10: Read Data
TMS470R1 “nMREQ” definition 11: Write Data

0 : Memory Request
1: Not Memory Request

« nEXEC; EXECuted instruction indicator; this signal is directly recorded

TMS470R1 “nEXEC” definition
0 : Instruction being executed 0 : Instruction being executed
1 : Instruction not being executed 1 : Instruction not being executed

 nM[1:0]; TMS470R1 processor operating Mode; these 2 signals are directly recorded

TMS470R1 “nM[1:0]” definition
00 : Supervisor / Abort / Undef./ System | 00 : Supervisor / Abort / Undef./ System

01: IRQ 01:IRQ
10 : FIQ 10 : FIQ
11: User 11 : User

« A[25:0] ; TMS470R1 processor Address; Among the 26-bit address bus, the 25-MSB signals are
directly recorded whereas the LSBIT “A[0] “ Go through a special treatment as described below.

When the Non-Byte is flagged (bit Byte=0), the address LSBIT “A [0] “ is ignored, the “MAS [1] "
signal is recorded instead to indicate if the current access is an half-word (16-bit) or word (32)

type.
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5.6 Recorded data examples
Access . 25-MSBIT LSBIT-Address
No | Byte Type nEXEC | nM[1:0] Address MAS[1]
1 1 11 0 11 0101010101010101010101010 | 1 A[0]
2 0 00 0 10 1101010101010101010101010 | 1 MAS[1]
3 0 10 1 01 0001010101010101010101011 | 0 | MAS[1]

1. Indicates a BYTE DATA WRITE access at address 0x1555555 while the processor is in USER

mode and effectively EXECUTE the instruction in the execute pipe stage.

2. lllustrates a WORD(32-bit) INSTRUCTION FETCH (32-BIS) access at address 0x3555554 while
the processor is in FIQ mode and effectively EXECUTE the instruction in the execute pipe stage.

3. Shows a HALF-WORD(16-bit) DATA READ access at address 0x0555556 while the processor is

in IRQ mode and does NOT EXECUTE the instruction in the execute pipe stage.

5.7 Debug Unit memory map (03C0:0000)
Generated Bits Read
Write 31 30:29 28 27 26:1 0 address
addresses | gyte  Acc-Typ nEXEC  nM[1:0] A[25-1]  A[0]/ MAS[1] [location]
Counter transaction /time n 03;(:)260(300
Counter+1 transaction /time n-1 03;8?(601%01
Counter+2 transaction /time n-2 03;8?(602%02
Counter+3 transaction /time n-3 03;(:)260?303
Counter+4 transaction /time n-4 03;(:)260304
Counter+62 transaction /time n-62 03{%?(?812[)
Counter+63 transaction /time n-63 03%’(3%2'5
Counter+64 transaction /time n-64 03%’(39]2':
Table 10: DU memory map
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6. GPRS ENCRYPTION ALGORTHYM (GEAL1 & 2) — FFFF:C000

6.1 GEA Miscellaneous

In GPRS mode, the data confidentiality is performed by a ciphering function (GPRS Encryption
Algorithm). The ciphering is executed within the LLC upper layer. According to the option negotiated
with the network the GEA mode 1 or mode 2 may be selected.

The purpose of the LLC is to convey information between the mobile station and the Serving GPRS
Support Node. The procedures used are modeled upon the HDLC concepts. The LLC shall support
both acknowledge and unacknowledged mode and implement a FCS according to the mode used.

The HW block provided support the computation of the FCS according to the LLC frame to
send/received as well as the ciphering/deciphering GEA mode 1 and 2. These procedures are
described in 01.61, 04.64 GSM recommendations and detailed in GSM MoU documents.

6.2 LLC overview

LLC is considered as a sub-layer of layer 2 in the ISO 7-layer model. The purpose of LLC is to convey
information between layer-3 entities in the MS and SGSN.

The frame formats defined for LLC are based on those defined for LAPD and RLP, and the LLC
procedures are modeled upon the concepts of HDLC.

LLC shall support variable-length information frames, these information frames are furnished by layer-
3 protocols.

The logical link control layer Service Access Points (SAPs) are the points at which the LLC layer
provides services to the layer-3 protocols. In addition to the SNDC protocol, LLC provides service to
the GPRS Mobility Management (GMM) protocol, and to the SMS protocol.

LLC shall support both acknowledged and unacknowledged data transfers:

6.3 Unacknowledged operation

With this type of operation, layer-3 information is transmitted in humbered Unconfirmed Information
(Ul) frames. The Ul frames are not acknowledged at the LLC layer. Neither error recovery nor
reordering mechanisms are defined, but transmission and format errors are detected. Duplicate Ul
frames are discarded.

Two modes of unacknowledged operation are defined:
1. Protected mode in which the FCS field protects the frame header and information field;
and
2. Unprotected mode in which the FCS field protects the frame header and only the first
N202 octets of the information field.
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6.4 Acknowledged operation

With this type of operation, layer-3 information is transmitted in order in numbered Information (l)
frames. The | frames are acknowledged at the LLC layer. Error recovery and reordering procedures
based on retransmission of unacknowledged | frames are specified. Several | frames may be
unacknowledged at the same time. In the case of errors that cannot be corrected by the logical link
control layer, a report to GPRS mobility management shall be made.

6.5 Frame format

Each LLC frame consists in a header, an information field and a FCS.
¢ Header has a size of a minimum of 2 bytes up to a maximum of 37 bytes. It is split into an
address field (1 byte) and a control field (up to 36 bytes).
+ Information field has a variable length with a maximum size of N201" bytes (maximum
size is negotiated).
¢ FCS has a fixed size of 3 bytes.

LLC Frame
‘ H ‘ information field ‘FCS ‘

Identification of the type of the frame and processing applied on it, are based on the frame
header. It is used by the MCU in order to know the FCS and ciphering configurations and to split the
header and the information fileds.

6.5.1 FCS

The FCS is a 24-bit cyclic redundancy check code, used to detect bit errors in frame headers and
information fields.

The FCS field contains the value of a CRC calculation that is performed over the entire contents of the
header & information field (except for Ul frames in unprotected mode).

For Ul frames transmitted in unprotected mode, the FCS field contains the value of a CRC calculation
that is performed over the frame header and the first N202 bytes of the information field only. The
information over which the CRC is calculated is referred to as the dividend. First bit of the dividend is
the highest-order term in the calculation.

CRC calculation shall be done before ciphering at the transmitting side, and after deciphering at the
receiving side.

Note:
The CRC shall be the ones complement of the sum (modulo 2) of:

- the remainder of X* (x* + x 2 + x** + ... +x% + x + 1) divided (modulo 2) by the generator
polynomial, where k is the number of bits of the dividend; and

- the remainder of the division (modulo 2) by the generator polynomial of the product of x 24
by the dividend.

The CRC-24 generator polynomial is:
G(X)=X24+X23+X21+X20+X19+X17+Xl6+X15+X13+X8+X7+X5+X4+X2+X1

The result of the CRC calculation is placed within the FCS field defined in chapter 6.5, with highest order
terms transmitted first.

! N201 size depends on the SAPI chosen. Max size is 1520 bytes and is defined in [2]
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6.5.2 Ciphering

LLC shall provide user data confidentiality by means of a ciphering function. This ciphering is applied
on the information field and the FCS but not on the frame header. There are currently two ciphering
algorithm defined by the ETSI (see [4] and [5]). Both of them are supported by the module defined
below (see chapter 6.11.1 and 6.12 for algorithm selection).

These two algorithms require the following input variables:

Kc: The ciphering key (Kc) is generated in the GPRS authentication and key management procedure.
The length of the key is 64 bits.

INPUT: This is the LLC frame dependent input parameter (32 bits) for the ciphering algorithm. It is also
called message key.

DIRECTION: This defines the direction (1bit) of the data transmission (uplink/downlink).
Set to O if the direction of LLC frame transmission is from the MS to the SGSN.
Set to 1 if the direction of LLC frame transmission is from the SGSN to the MS.

Kc is received by the mobile from the GMM and is valid for all the communication whereas the mobile
regularly computes the ciphering input.

First and second GEA algorithms are using the same input variables, only their internal processing
differs.

6.5.3 Ul frames
There are two modes for the FCS computation of the Ul frames.

1. The first mode is the classical one where FCS is applied on the header plus all the information
bits (protected mode)

2. The second mode consist in applying the FCS only on the header and the N202 information bits
(unprotected mode). If the length of the information field is less than N202 octets then the FCS
shall cover the complete information field.

This solution protects only the LLC and the SNDCP headers but not the information bits.

In order to improve data transfers when non-protected mode and no ciphering are selected (second
mode), the MCU has two possibilities:

1. MCU writes the LLC-PDU header and the following N202 information bytes into the input buffer.
The LLC-PDU size given to the module is equal to LLC-PDU header+N202 size. The module
computes the FCS only on these bytes and returns its result after the last N202 byte. This
method is optimal for CPU load used for data transfer.

2. Or the MCU writes the LLC-PDU header and the full LLC-PDU information field into the input
buffer. The LLC-PDU size given to the module is equal to LLC-PDU header + LLC-PDU
information field. However, the MCU specifies to the module that the non- protected mode is
used. Therefore, the module computes its FCS only on LLC-PDU header+N202° bytes. This
method is optimal if the MCU is using the same data flow for protected mode or not.

In both cases, same buffer formats are used and first byte shifting is still applied if specified.

2 The maximum number of octets in the layer-3 unit data PDU header (N202) is an LLC layer parameter. The N202 maximum
value shall be 5 for LLC version number 0. See [2]
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6.5.4 GEA Processing

The MCU transfers, through the Rhea Bus, part or the entire LLC frame to the module’s memory. The
module can then start its processing.

It is possible for the MCU to write part of an uplink frame, when this is processed, write a downlink
frame and then write the end uplink frame. To enable this, when the processing of a frame is not
finished, some registers are saved (i.e.: X, Y, Z registers needed for the encryption algorithm and the
number of bytes processed) in order to restart the processing from where it was stopped, whenever
wanted. INTERFACE DESCRIPTION

6.6 MEMORY MANAGEMENT

All external access to the memory inside the GEA module are done through the RHEA bus. From the
outside the memory is seen as a register (see address in chapter 6.16), the address increment is
managed by the GEA module.

Management is done by the use of three address pointers. Each time a word is written into the data
register the “write pointer” is incremented. Once all the words are written and the START bit is
activated (see chapter 6.8) the data is processed by the GEA module and the “processed pointer” is
incremented. When all the data are processed the WORKING signal (see chapter 6.9) goes down and
a maskable interrupt is sent. The data can then be read by the MCU, and the “read pointer” is
incremented each time a word is read. It is not mandatory to read the data. The MCU can start writing
again and the “read pointer” will take the value of the “processed value”. The encryption module
directly manages these pointers.

8 and 16 bits accesses can be done to the memory through two different registers DATA16 and
DATAS register (see chapters 6.16 & 6.16.4).

Up to 1600 bytes can be written into the memory, therefore a whole frame can be processed in one
shot. Warning: if the OS bit is set (see chapter 6.11) only 1599 bytes can be written.

6.7 GEA register mapping

Register Address access reset value

CNTL_REG FFFF:C000 6 bits R/IW ???7? 22?7 2?00 0011
STATUS_REG FFFF:C002 2 bits R 27?77 ?7?7?7 ?7?7?7? 2?00
STATUS irg_REG FFFF:.C004 1bitR 7?2?72 22772 2?2?22 2220
CONF_UL_REG1 FFFF:C006 8 bits R/W ??7?7? ??7?7? 0000 0?00
CONF_UL_REG2 FFFF:.C008 16 bits R/IW 0000 0000 0000 0000
CONF_UL_REGS3 FFFF:CO0A 16 bits R/IW 0000 0000 0000 0000
CONF_UL_REG4 FFFF:C00C 16 bits R/W 0000 0000 0000 0000
CONF_UL_REG5 FFFF.COOE 16 bits R/W 0000 0000 0000 0000
CONF_DL_REG1 FFFF:C010 8 bits R/W ??7?? ??7?? 0000 0000
CONF_DL_REG2 FFFF:.C012 16 bits R/IW 0000 0000 0000 0000
CONF_DL_REG3 FFFF:.C014 16 bits R/W 0000 0000 0000 0000
CONF_DL_REG4 FFFF:.C016 16 bits R/IW 0000 0000 0000 0000
CONF_DL_REG5 FFFF:C018 16 bits R/W 0000 0000 0000 0000
KC_REG1 FFFF:CO1A 16 bits R/IW 0000 0000 0000 0000
KC_REG2 FFFF.C01C 16 bits R/W 0000 0000 0000 0000
KC_REG3 FFFF.CO1E 16 bits R/W 0000 0000 0000 0000
KC_REG4 FFFF.C020 16 bits R/W 0000 0000 0000 0000
FCS_UL_REG1 FFFF:.C022 16 bits R/W 0000 0000 0000 0000
FCS_UL_REG2 FFFF.C024 16 bits R/W 0000 0000 0000 0000
FCS_DL_REG1 FFFF:.C026 16 bits R/W 0000 0000 0000 0000
FCS DL_REG2 FFFF.C028 16 bits R/W 0000 0000 0000 0000
DATA16_REG FFFF:C030 16 bits R/W P07 200 0 77?
DATA8_REG FFFF:C032 16 bits R/IW 092 22?2 22?22 2972

Table 11: GEA registers
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6.8 Control Register: CNTL_REG (Read / Write) — FFFF:C000

Bit Name Function Reset

0 NRESET_UL | Reset uplink-module (ciphering + FCS). 1
0 = Abort current processing and reset internal
variables.

This bit is set by internal logic.

1 NRESET_DL | Reset downlink-module (deciphering + FCS). 1
0 = Abort current processing and reset internal
variables.

This bit is set by internal logic.

2 START Start the module. 0
0 = The uplink/downlink state machine that is started
is selected with the b_uldl bit.

This bit is cleared by internal logic.

3 CLOCK_EN Enable the internal clock 0
0 = Clock stopped
1 = Clock enabled

4 UL DL Select processing: 0
0 = uplink (ciphering+FCS)
1 = downlink (deciphering+FCS check)

5 IT_EN Enable interrupt: 0
0 = No interrupt
1 = Interrupt generated when processing completed.

15:6 | Unused - -

Notes:

NRESET_UL and NRESET_DL can be used to reset the module at any time. Setting them to O
will reset the module. NRESET_UL and NRESET_DL are resynchronized, hence they are fully
taken in account when the clock is enabled.

START bit is used to start the module. All the control bits/words and buffers of the module must
have been filled before. When this bit is set, then the WORKING bit of STATUS_REG is set and
START bit is automatically reset.

CLOCK_EN bit is used to enable the internal clock of the module. The clock must have been
enabled before starting to write to the other control registers and data buffer

UL_DL bit is used to select the part of the module that is going to be enabled. It can be
considered that the GEA module is split into two internal modules, i.e. a module for
ciphering+FCS and a module for deciphering_FCS checking. This bit is different than the D bit of
the CONF_xx_REG1

IT_EN bit allows disabling the ciphering interrupt. If disabled, the MCU has to make polling on the
WORKING bit of the STATUS_REG and wait a return to 0. The interrupt can be masked by INTH
too.
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6.9 Status Register: STATUS_REG (Read) — FFFF:C002

Bit Name Function Reset
0 WORKING Module activity: 0
0 = not working
1 = working.
1 FCS_STATUS | FCS status (downlink only): 0
0 =FCS good
1 =FCS error
15:2 | Unused -
Notes:

- WORKING bit indicates that the module is doing processing. This bit is automatically enabled
when the START bit of CNTL_REG has been set.

- FCS_STATUS bit is valid in downlink only and on the very last frame of the processed
LLC_PDU only.

6.10 Interrupt Status Register: STATUS irq_REG (Read) — FFFF:C004

Bit Name Function Reset
0 LLC_IT Processing stat